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Abstract

In the last decade, the focus of fault-tolerance methods
has tended towards circuit level modifications, such as tran-
sistor resizing, and away from expensive system level redun-
dancy approaches. We present the results from a screening
experiment to identify significant parameters in circuit level
soft error simulations to guide such approaches to fault-
tolerance. This approach allows us to assess which param-
eters will have the most significance for reducing soft er-
ror rates and the impact that process variation will have on
the accuracy of soft error rate estimates. We identify sup-
ply voltage and transistor type as being the most significant
parameters affecting soft errors in logic cells across sev-
eral technology scales. Additionally, we provide a ranking
of more than a dozen parameters, across four technology
scales, based on the significance of their impact on soft er-
ror rates.

1 Introduction

Research is increasingly focused on the growing soft er-
ror rates (SERs) in CMOS and the related reliability prob-
lems [6, 27]. Soft errors arise due to a higher susceptibility
to alpha and neutron radiation [3, 8]. The problem of deal-
ing with these errors has traditionally been a problem for
memory designers, however research indicates that soon,
soft errors could be as great in logic as it is in memory now
and therefore is becoming significant for circuit designers
and computer architects [27].

Recently, a number of circuit level solutions and analy-
sis methods have been proposed to address the SER issue
in logic designs [1, 7, 11, 14]. Often times these methods
rely on characterizing or estimating key technology param-
eters. The impact of process variations or error in parameter
estimation is often not included or assumed to be small. It
has been shown, however, that even small variation in key

parameters can lead to significant errors in SER estimation
[30, 31].

The goal of this paper is, through the use of Plackett and
Burman statistical screening methods, to provide meaning-
ful information to designers looking to reduce soft error
rates. This information serves three purposes, first to di-
rect attention towards circuit level parameters that have the
largest impact on soft errors, second to highlight critical pa-
rameters needed for SER estimation, and third to highlight
the level of variation in QQ.,.;;that can arise due to variation
in these parameters.

2 Background

To find methods for reducing soft errors at the circuit
level, a knowledge of the mechanisms responsible for errors
is necessary. This often times requires detailed simulations.
The importance of physical testing, such as accelerated ra-
diation testing, or detailed physical simulators in calibrating
circuit level simulation have been noted [25, 30]. However,
this option may not be available to designers for any num-
ber of reasons: cost, complexity, use of proprietary libraries,
lack of particle accelerators.

A number of critical and key parameters necessary for
the characterization of soft errors have been identified in
the past. However, these can sometimes be vague or con-
tradictory, as in the case of the importance of pulse shape,
a parameter which is considered unimportant by some [7]
and considered critical by others[4].

Most papers presenting results discussing variation of
parameters on soft errors typically show “one-at-a-time”
type results. These experiments, often times, are highly de-
pendent on the selection of the base case and yield far less
precision than our chosen method and can be misleading.
Examples of “one-at-a-time” analyses include variations of
Qcrit[13] and pulse width [7]. These results can be help-
ful in identifying which parameters to consider more thor-



oughly through detailed modeling or characterization but
lack important information.

Other studies include the error that can be generated
from variation or error in parameters. It was, for example,
shown that small errors (15%) in transient pulse estimation
can lead to very large (52%) errors in SER estimation even
in very small circuits [31]. Further, process corner varia-
tions can alter SEU pulse widths by up to 75% [19]. It has
also been shown that 34% error in pulse width estimation
can occur after as few as 3 NAND?2 gates [4]. Other papers
of note include [15] for its discussion of using a current
threshold rather than Q..;;in SPICE simulations and [20]
for its discussion of soft error mechanisms and silicon pro-
cess impact on SER.

2.1 Contribution

Key parameters in device level simulations have been
previously identified [25, 30]. Our paper highlights key
parameters for circuit designers to target for error reduc-
tion and simultaneously demonstrates the sensitive nature of
Qcri¢to variation in parameters. We present a circuit level
analysis ranking 14 parameters by significance of effect on
Qcrit- We also consider 16 2-parameter combinations and
their effects on Q..;;. Previous work assumes that either
technologies can be readily characterized by device level
simulation or experimentation or have examined parameter
effects in single one-at-a-time type experiments.

3 Screening

The purpose behind using a screening experiment is to
identify and estimate the effect of key factors impacting
some result, such as Q... In this case, we wanted to exam-
ine the impact that several parameters have on the measure-
ment of Q....;+for various CMOS logical cells using HSPICE
simulations.

Using such a rigorous statistical technique can:

e Identify where errors in Qs+, SEU, and SER mea-
surements are likely to occur in simulations. This is
useful for architects and designers who need to quickly
identify sources of errors in simulation results.

e Statistically support results based on careful parameter
selection. Fault tolerance designers can be more sure
of simulations demonstrating the impact of their de-
signs on soft errors; architects can be more confident
in the reliability estimates for designs.

e Reveal additional properties of ).;;measurements at
the circuit level.

We use a Plackett-Burman (PB) design method, cho-
sen because of the ability to examine up to 15 fac-
tors/parameters in 16 runs [22]. Compared to “one-at-a-
time” methods, PB methods yield more information, includ-
ing parameter interactions and averaging of effects across a
larger sample space. Exhaustive designs require 2%V exper-
iments. The PB design is compromise providing more in-
formation than “one-at-a-time” methods and, generally, far
fewer trials than the exhaustive approach.

3.1 Summary of the method

The PB design describes a method for varying up to N-
1 parameters simultaneously over N trials to estimate the
effects on the outcome the parameters have. The 1-factor
effects are aliased with 2-factor and higher factor effects.
For example, if we examined the resulting effect operating
voltage (Vpp),had on Qs+, we may not find the primary
effect but the effect of a 2-factor effect, such as Tempera-
ture + fanout. We would say that Vpp, a main effect, is
aliased with temperature+fanout, a 2-factor interaction ef-
fect. It would also be aliased with additional 3-factor and
higher effects as well, which are typically neglected.

An improvement on the PB design is the PB design with
“fold over” [18]. This method breaks the aliasing chain be-
tween the main effects and the 2 factor interaction effects.
The cost of this improvement is a doubling of the number of
trials required from N to 2N. Other significant higher order
interacts may still exist, however, we will assume that these
interactions are not significant for this investigation.

At the heart of the method is the design matrix. A de-
sign matrix consisting of “+1” and “-1” is used to determine
values for each parameter in a given trial. The value “+1”
corresponds to a high value for the parameter and “-1” cor-
responds to a low value. Each row in the matrix represents
the values for all parameters in a single trial. The columns
correspond to values for individual parameters over all tri-
als.

The first row of the matrix is taken from [22]. The next
N-2 rows are constructed by shifting the previous row one
place to the right and placing the final column’s value in the
first column of the new row. The N*" row is constructed by
placing all “-1” values in it. The bottom half of the matrix
is created by inverting the values of the top half; if the value
on the top half of the matrix is +1 it will be -1 on the bottom
and vice versa. Row N+1 = -1-(Row 1), and so forth. Each
experiment then has 2N trials corresponding to the 2N rows.

The determination of high and low values can be set by
using a one-at-a-time method. We chose high values to rep-
resent parameters that increase Q.

To estimate the effect we must measure a result for each
trial. To find the estimated effect for a given parameter,
we multiply the result, such as Q..;, of each run (i), (Q;)



by the corresponding geometric notation for the parameter,
7 = +1,—1. We then sum all of the values and multiply
by a factor, o, given in [18]. A parameter’s effect is then
estimated by :

a((j1*Q1)+ (Je*xQ2) + -+ (In*Qn)). (1)

This yields the estimated effect that a given parameter has
on the result. Two-factor effects are measured in a similar
fashion but with two values of j. The magnitude of the esti-
mated effect then reveals the significance of the parameter,
the sign of the effect is not meaningful.
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Figure 1. In this figure we see the “one-at-a-
time" results for the static INV cell (22nm).

4. Selection of Parameters

In this section, we identify and briefly discuss parameters
cited in the literature related to @.,;;simulations.

Vb phas a direct impact on the size of the charge neces-
sary to generate a signal wich can be propagated. Increases
in cell threshold voltages, V;;,, result in slower cells. Slower
cells generate longer pulses that are more likely to latch
SEUs. However SEUs are also more likely to be attenuated
[7].

Typical models show that a node’s SER is roughly pro-
portional to the diffusion area [20, 27]. It has also been
suggested that SER has additional high order dependen-
cies on sensitive area [30]. Sizing also has a direct impact
on the drive current and Q.;;. This effect dominates the
nodal capacitance effect on Q).,;+[5]. Particular sizing pa-
rameters identified in previous investigations include: min-
imum channel length (Ly;,), minimum width to length ra-
tio (Winin/Limin), PMOS width to NMOS width (W, /W),),
minimum diffusion length (dif) [7, 12, 30, 34].

Nodal capacitance ddictates @) -;;in memory but it is less
clear for logic. We consider three aspects of capacitance
in our investigation, parasitic capacitance Cp;, capacitance
due to fanout, and capacitance due to end-of-circuit loading
Cload- Capacitance has also been shown to have an effect
on both the shape and amplitude of radiation induced pulses
affecting Q.-;;and SER [17, 19, 24].

Typically SEUs are modeled as an ideal current source in
circuit level simulations [8, 21, 30]. We consider two mod-
els, a single and a double exponential waveform. The dou-
ble exponential model is presented in [16], shown in equa-
tion 2. A single exponential current model is presented in
[10], and is described in equation 3.
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We also include the individual parameters from both wave-
forms, ¢, t3, and 7. Trends in the scaling of collection time
constants can be found in [12].

The last parameter considered is temperature. Temper-
ature is considered due to the effect that it has on mobility
and carrier concentrations which in turn affect Q..

In total, we have identified and considered 14 parame-
ters for their effect on Q.;;: supply voltage (Vpp), thresh-
old voltage (V}4), transistor channel length(L,,,;,), transis-
tor width versus channel length (W,,in/Liin), PMOS to
NMOS width ratio (W, /W,,), diffusion length (Lg; ), par-
asitic capacitance (Cp;), fanout, end of logic chain capaci-
tive load (Cjpaq), current model (i(t)), collection time con-
stant (tg, 7), ion-track establishment (¢,), and transistor
type (PMOS, NMOS).

Ix(t)

5 Simulation

To determine @.,;+and the effects that each of the pa-
rameters have on it, we used HSPICE. We used four pre-
dictive technology models (22, 32, 45, and 65nm) [23, 33].
Additionally, we considered minor changes to the models,
such as Vy, variation, using methods described in [9]. Mea-
surements of @).,.;;were made using the optimization (OP-
TIMIZE) function from HSPICE for the cells listed in table
1. We define Q..;+to be the point where the output signal
reaches V' = 0.5- Vpp[32]. The test and calibration circuit
is shown in figure 2.

Determination of effect estimates were made using the
folded over PB design. Parameters with numerical val-
ues are varied by + 10% (e.g. if Vpphas a base value
of 1.0v, then the high value = 1.1v and the low value =
0.9v). The other parameters, such as transistor type, are



varied according to description, rather than numerical varia-
tion (e.g. high value = PMOS, low value = NMOS). Q;+is
recorded for each trial and an estimate of effects is calcu-
lated. Base parameter values were based on relevant related
works discussed in section 4, the ITRS roadmap [26], and
other sources such as [2, 28, 29].
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(b) Chained cells with fanout h. model

(a) Example setup for
current injection into a
single INV cell.

Figure 2. In (a) we see the general model for
injecting current pulses. In (b) we see the
model for injecting current into a chain of INV
cells with capacitive loads generated using
fanout. The value of the final capacitor in (b)
is Cload-

6 Results and Analysis

Results from our screening results are presented in this
section.

A summary of the rankings are given in table 1. The fi-
nal column (O) represents no single parameter’s rankings,
but does represent higher order factors. A rank of 1 indi-
cates the most significant effect on Q)..;+and a rank of 15
represents the least significant effect on Q..

In figure 3 the range of Q..;+values that can be obtained
from all cells or even within a single cell can vary by large
amounts, even within a single technology. In the figure, the
upper bound is determine by setting all parameter variations
to their high values and vice-versa for the lower bounds, see
section 5. Using the SER equation from [27],

Qs

we find that the ratio of SER for the minimum @,;;and
maximum tends to increase rapidly as Qs — 0. Here Qs is
the collection efficiency of the device, F is particle flux, and
A is critical area. For example, in the 65nm case the max-
imum and minimum values for ).,.;;are around 65fC and
10fC, respectively. With a large Qs the ratio of SE R4, to
SERin is on the order of 10-100. With a very small Q)

SERx F x A X exp (— QC’““) , “4)

however, the ratio of SER,,4, to SER,,;; can be greater
than 102°.
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Figure 3. In this figure we see the range of
Q.-i.for each of the four technology scales
examined based on the limited cells exam-
ined. The upper dotted and lower dashed
lines represents the upper and lower bounds
for Q..;;respectively.

To determine whether any two-parameter interactions
have a significant effect on Q..;;, we examined several of
the cells in more detail. For example, in figure 4 we see a
normal probability plot for Q,;.effects with the INV cell.
There are three regions of interest, indicated by the straight
lines. The upper most and right most region is where the
most significant effects are indicated. The middle and left-
lower most regions then indicate effects of secondary and
tertiary significance. We are, generally, only concerned
with the primary and secondary effects.

The effects of interest are generally main, single factor,
effects. Of the 30 unique 1-parameter or 2-parameter ef-
fect estimates! only 6, in general, have a primary effect on
Qcm’t: VDD(E)7 transistor type (N)a ‘/th,(F)a Wmin/Lmin(B)a
injection current model i(t) (J), and C};(G). There are
an additional 6 one and two parameter effects of sec-
ondary, but notable, significance, in order of effect: cur-
rent model fall time (M), temperature (K) , Vppand tran-
sistor type (EN), fanout (I), V};and transistor type (FN),
and W,/W,(C). The 2-parameter effects of secondary
significance: Vpp+type, Vpp+ i(t) (or Wiin/Lyyin+fan
out), Wyin/Lmin+ type, type + i(t) (or Vpp+ temp),
Win! Lmin+ Vbp, and Vyp+ fan out. Most other 1, and
2-parameter effects are considered to be minor or negligi-

'Due to the aliasing structure of the experiment design, many 2-
parameter estimates are aliased with one another and measure 15 unique
effects rather than 91 two-parameter one might expect without aliasing.
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Table 1. Summary of parameter rankings. A
rank of 1 indicates the greatest effect and 15
the least.

ble.
6.1 Analysis of Results

Supply voltage and transistor type have the greatest ef-
fect on Q;;0f any parameters. As Vppis linked to tech-
nology scaling, more attention should then be spent on deal-
ing with transistor type and other effects. These are fol-
lowed, in significance, by transistor width, current model,
and threshold voltage. Secondary effects then follow, in-
cluding: W,,/W,,, t3, and channel length.

The rankings combined with the estimated effects sup-
port the claim that drive current generally has a greater ef-
fect on QQ.,;sthan capacitance [5].

It is also worth noting that the current model does have a
significant impact on the measurement of Q).,;;. Even with
equal charge and pulse width, the difference in the current
models is significant enough to alter Q..;:by 10% as seen
in figure 1. Further investigation on this matter is warranted
due to the significance in effect.

Finally, it is worth noting that the statistical variation in
ranking, and in effect, of a few parameters is significant.
These include channel length, parasitic capacitance, and
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Figure 4. A normal probability plot for the INV
cell at the 22nm technology scale shows three
regions of effects, as indicated by the lines.

W, /W,. This demonstrates the need to consider cells and
particular technologies individually when calculating SER
and designing for SER reduction. For example, we see sim-
ilar ranking of effects for the AOI21 cell and the INV cell
in the 22nm technology, but both differ in a few key areas,
such as W,,in/Lyminwhen compared to the rankings of the
XOR2 and XNOR?2 cells.

The cost of characterizing every individual cell in large
designs is almost certainly too costly, but a summary of pa-
rameter impact could be used to improve future designs.For
example, a designer may rely upon a table of parameter ef-
fect rankings to direct which cells are considered for fault-
tolerance, rather than relying upon data for a single cell.

7 Conclusion

In this paper we have highlighted the danger of relying
upon single estimates of ).,;;in SER estimation and fault-
tolerance assessment and have shown that a few key param-
eters dominate the effect on ()...;;accros various cells tech-
nology models. We have shown that supply voltage and
transistor width are the most important factors. These fac-
tors are followed by width, injection current model, thresh-
old voltage and fanout in significance of effect on Q;;. In
the future we intend to show how these results can be auto-
matically integrated into the circuit design process.
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